
Version 2.4 

 
 
 

iVPN AnyConnect Client Installation 
 
 

    

 

 

 

 

 

 

 

 

 

 

 

 

 

ASX Telecommunications Group 
 
Publication Date: Jan 2015 
Review Date: Apr 2017 
Property of: ASX Connectivity Team 
  



   
  

  Page 2 of 12 

 

This document describes the process of installing Cisco AnyConnect client used in the ASX iVPN 
environment for functioning Linux and Windows clients. 
 

Cisco AnyConnect Secure Mobility Client 3.1 supports the following operating systems: 

Operating System Version 

Windows Windows 8 x86(32-bit) and x64(64-bit) 

  Windows 7 x86(32-bit) and x64(64-bit) 

Windows Vista x86(32-bit) and x64(64-bit) 

Windows XP SP3 x86(32-bit) 
Windows XP SP2 x64 (64-bit) 

Linux Red Hat 6 (32-bit)* and (64-bit) 

Ubuntu 11.10 (32-bit only)* and Ubuntu 12.x (64-bit) 

 
There are further requirements for Linux platforms such as libstdc++ users, zlib and dtk/gdk. 
Please visit the link below for further details: 
http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect31/release/notes/
anyconnect31rn.html 
http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect31/feature/guide/a
nyconnect31features.html 
 
 
1. Download and install the relevant client software from https://asxonline.com/intvpn and install 

client, see Appendix A for details 
 

2. Create certificate request by emailing ASX Customer Technical Support (CTS) – 
cts@asx.com.au and submit the following details: 

 
 

First Name Last Name Email ParticipantID  Username Project 

Project Code Full Name email@address.com Company Name CompanyName and Project 
Code (see example) 

Project Code 

*Note* Please use unique username for each certificate request 
You are required to have one certificate for each ASX application (per Windows Profile User per 
machine, same for Linux) 
 
*Important* - Choose a Project Code as your First Name in the request based on the 
application requirement, this value should match the “Project” field and this is essential for a 
successful connection. If you are not sure please consult with ASX Customer Technical Support on 
1800 663 053. Please also use a generic/group email address in case the certificate renewal is 
handled by another person / team. 
 
  

http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect31/release/notes/anyconnect31rn.html
http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect31/release/notes/anyconnect31rn.html
http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect31/feature/guide/anyconnect31features.html
http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect31/feature/guide/anyconnect31features.html
https://asxonline.com/intvpn
mailto:cts@asx.com.au
mailto:email@
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Table 1.1 - Project Code for ASX Applications 

ASX Application Project Code 
Username 
Req’d 

CHESS IVPNCHESS N 

PTE/ASX 
BEST/DCS/FTE/ETE/Genium 
Clearing/CDE & CDE plus – 

EQUITY 

IVPNPTE 

Y 

Reference Service IVPNDSS Y 

Comm News IVPNIDS N 

SFE Test/PFG/ CDE & CDE 
plus - DERIVATIVE 

IVPNQAOEI 
N 

 

Note: These services “ASX Best, DCS, FTE, ETE, Genium Clearing” fall under this “PTE”  

  
Example 

First Name Last Name Email ParticipantID  Username Project 

IVPNCHESS Andrew Smith a.smith@companyx.com CompanyX CompanyXCHESS IVPNCHESS 

IVPNPTE James Jones j.jones@companyx.com CompanyX CompanyXPTE IVPNPTE 

 
 
3. You will get an email from Enterprise PKI Team (noreply@symantec.com) once ASX Customer 

Technical Support create the iVPN user. Please refer to the Step by Step Enrolment Guide 
(https://www.asxonline.com/intradoc-
cgi/groups/public/documents/participantapplicationkitsfe/asx_046515.pdf) to complete your 
certificate enrolment.  

 
4. Please refer to Appendix A for Cisco AnyConnect client installation and verification of your 

certificates 
 
5. Open AnyConnect, depending on the platform and version you should see a similar window as 

below: 

 
Figure 1 Windows Client 

 

mailto:a.smith@
mailto:noreply@symantec.com
https://www.asxonline.com/intradoc-cgi/groups/public/documents/participantapplicationkitsfe/asx_046515.pdf
https://www.asxonline.com/intradoc-cgi/groups/public/documents/participantapplicationkitsfe/asx_046515.pdf
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Figure 2 Linux Client 

 
6. Type in intvpn.asx.com.au in the connection box and click connect, you should then see the 

Welcome message similar to below: 

 
Figure 3 Windows Client Welcome Banner 

 
Figure 4 Linux Client Welcome Banner 

 
7. Click Accept and now you are connected. 
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Note: For PTE & Reference Service, you need to fill in your user details given by CTS. 

 
 

 
Figure 5 Windows Client Connected 

 
Figure 6 Linux Client Connected 

 
8. You can also verify this by checking the local IP address. 

 
Figure 7 Windows Client IP check 

 



   
  

  Page 6 of 12 

 

 
Figure 8 Linux Client IP check 
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Appendix A – client software download and installation 
 
Download your Cisco AnyConnect VPN client form the link below 
 
https://www.asxonline.com/intvpn 
 
The page looks similar to below: 

 
 
Please proceed A.1 for Windows client and A.2 for Linux client 
 
A.1 Windows Client setup: 

 
 

https://www.asxonline.com/intvpn
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A.2 Linux Client setup: 
 
Linux client setup: 
Note – you may need additional packages in order to have the client installed, please consult with 
your Linux administrator for further assistance. 



   
  

  Page 9 of 12 

 

 



   
  

  Page 10 of 12 

 

 



   
  

  Page 11 of 12 

 

 
  



   
  

  Page 12 of 12 

 

Appendix B – Frequent Issues and Solutions 
 

B.1 - Windows client 
 
Issue: The VPN Client indicates Certification Validation Failure 
 
Possible solution: After installation, select “my personal certificate” and enable the certificate for 
"Client Authentication" in the advanced properties for the certificate. 
 
 
B.2 – Linux client 
 
Issue: The VPN Client indicates Certification Validation Failure 

Possible solution (this applies to Debian Distro and may apply to RHEL): Using debian, user 
had to symlink libnssckbi.so from /usr/lib/x86_64-linux-gnu/nss/libnssckbi.so to /usr/lib/x86_64-
linux-gnu/libnssckbi.so. Without the symlink, the vpnclient cannot validate the certificate. 

. 

 


